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1. EXECUTIVE SUMMARY

The overall aim of this research report is to lay the groundwork for HPLC (and potentially
other agencies) to draft a complaint to the Office of the Australia Information
Commissioner (OAIC) seeking a determination that tenancy database operators improve
their practices for listing, as well as other possible remedies.

Cases provided by HPLC highlight an apparent issue with the TICA defaults database
because individuals can be listed for a reason beyond that prescribed by the RTRA or even
without the provision of a reason at all by a TICA member. Furthermore, even where there
is a valid listing reason, listings can be for a reason that does not meet the factual

circumstances of the case at hand.

The team identified the following issues from the HPLC case files:

*

Listings for reasons not prescribed under the RTRA;

¢ Potential jurisdictional issues across the Australian state and territory landscape;
¢ Evidence of proof regarding notice to remedy a breach;

¢ Potential ineffectiveness of the TICA complaint handling system; and

¢ Issues regarding domestic violence and abuse would appear to not be a factor in a
listing decision.
The team then considered the issues arising from the HPLC case files in the context of a
potential complaint to the OAIC. A prospective complaint in this area is potentially
sensitive for TICA given that it was the subject of four, largely successful, complaints made
to the Privacy Commissioner by Tenants Union Queensland, amongst others, in 2004 for
breaches of the then NPPs. Research conducted by team appears to indicate that TICA is

potentially applying some of the same practices that it was criticised for in 2004.

Upon consideration of the conduct of TICA, based on the complaint determinations of 2004,
and the potential issues arising from the HPLC case files, it is possible to construct an

argument that TICA is potentially breaching:

¢ APP10;




¢ APP12;
¢ APP1; and

¢ APP13.
As highlighted below, these considerations may also take greater prominence in light of the
recent Veda decision given the possible similar practices of both Veda and TICA regarding
charging regimes and accessibility. Veda also has some important points of consideration
regarding the selection of class members for a representative complaint and the evidentiary
requirements necessary for the Commissioner to make a determination on accessibility and

charging regimes.

That said, however, there are some points of possible caution that need to be fully

considered before the commencement of a representative complaint.

First, and most crucially, is consideration of which clients will be able to be class members
for a representative complaint. The recent Veda decision indicates that the Privacy
Commissioner will construe class members broadly and it can be strongly argued that
HPLC could initiate a representative complaint. However, the HPLC must carefully
consider which clients it should select as potential class members for the complaint. Most of
the case files indicate that TICA provided the requested remedy sought by HPLC. As such,
only those clients that have not received a suitable remedy for their complaint will be
suitable class members for a prospective representative complaint. This will have the effect
of limiting the number of class members, and in turn, will limit the number of alleged
breaches of the APPs for the representative complaint. HPLC might therefore consider
working in collaboration with other community legal centres or agencies to strategically

broaden the pool of prospective complainants.

Second, the HPLC will need to clearly identify the remedy sought from the Privacy
Commissioner. As highlighted, the Privacy Act still has a relatively weak enforcement
process and its focus is still very much based on conciliatory outcomes. The Commissioner
also has the option to not investigate a complaint, and even if a complaint is investigated,
the Commissioner’s determination may have to be enforced in the Federal Court. It should

also be noted that investigations can be lengthy proceedings in themselves.




Whilst there are procedural considerations, and the general weaknesses of the Privacy Act
to overcome, it should be noted that a prospective complaint could have some important

elements of legal merit. It could examine:

¢ Whether data collectors and users, such as TICA, should have specific obligations
under the APPs towards service users who encounter issues of domestic violence and
abuse particularly in the context of quality requirements, access and correction

obligations of personal information ; and

¢ The relationship between state-based information privacy requirements, such as those

of the RTRA, with the broader information privacy law framework of the APPs.

Both of these are complex legal issues that require further examination in the context of an

OAIC representative complaint by the HPLC or others.




2. HPLC REQUEST AND METHODOLOGY

In July 2016, the UQ Pro Bono Centre received a request for research assistance from the
Homeless Persons’ Legal Clinic (HPLC) in Cairns. The HPLC is an outreach legal service
that provides legal assistance to people at risk of or experiencing homelessness in
Queensland. It is a signature project of the Queensland Public Interest Law Clearing House
(QPILCH), a large community legal centre primarily located in Brisbane. Since 2013,
QPILCH has run a regional office in Cairns. Its busiest program in Cairns is the HPLC,
which works in partnership with private law firms to help homeless clients on a pro bono

basis with their legal problems.

Over many months, HPLC (Cairns) had identified a casework trend in which many
homeless clients were being listed on a tenancy database (known as ‘TICA listings’ or
‘blacklistings”) for reasons that did not fall within prescribed legislative reasons under the

Residential Tenancies and Rooming Accommodation Act 2008 (Qld).!

The HPLC estimated that one quarter of its ‘blacklist’ casework failed to satisfy the
legislative prescribed reasons under Part 4 and were therefore potentially unlawful. On this
basis, the HPLC sought research assistance from the UQ Pro Bono Centre from a group of
law students to examine the practice of tenancy database listing, with a particular focus on

the privacy law implications of incorrect listings by tenancy database operators.

Three students - the authors of this report - were selected to undertake this task under the
academic supervisor Dr Mark Burdon, whose research expertise is in the field of privacy

law.
The methodology involved three separate areas of research:

¢ A brief literature review of Australian developments regarding the use of tenancy
defaults databases in Australia, including detailing the activities of TICA. The review
also covered recent developments to the Residential Tenancies and Rooming
Accommodation Act 2008 (Qld) (RTRA) regarding additional requirements on tenancy

database owners to ensure listings are in a prescribed form and are accurate;

1 Part 4, Residential Tenancies and Rooming Accommodation Regulation 2009 (Qld).




¢ A thematic review of HPLC cases to identify potential issues of compliance with the
new RTRA provisions that could inform the basis of a prospective complaint to the

Privacy Commissioner; and

¢ A consideration of the potential legal issues arising from the Privacy Act 1988 (Cth), in
the form of the recently implemented Australian Privacy Principles (APPs), in
conjunction with a series of four Privacy Commissioner decisions made against TICA

in 2004.
The research team also analysed relevant aspects from the Privacy Commissioner’s recent
Veda? decision as this decision has some important considerations regarding a prospective

complaint. These are outlined in further depth in Section 5 and in Appendix 2.

The research team liaised with HPLC Cairns Solicitor Renee Lees through the project, as
well as also conducting a site visit to Tenants Queensland (TQ) to learn about previous

tenancy database advocacy work conducted by TQ over many years.

3. BACKGROUND

The following section provides a brief background overview into TICA and recent legal

developments arising from amendments to the RTRA.

3.1 TICA AND THE DEFAULTS LISTING PROCESS

In the last decade, there has been an increased reliance by landlords and agents on formal
tenancy default databases run by specialist companies that screen prospective tenants for
their suitability.3 In the late 1990s as part of his doctoral thesis Seelig conducted a study into
the use of tenancy databases in Brisbane by property management estate agencies, finding
that “all of these agents consistently indicated that tenant databases, along with other tools,
were used to screen out potentially problematic renters.* As Seelig states, ‘tenancy
databases are operated by commercial providers selling subscriptions to registered real

estate agents or owner-managers with large property holdings. They are designed and

2 Financial Rights Legal Centre Inc. & Others and Veda Advantage Information Services and Solutions Ltd [2016
AICmr 88 (9 December 2016).

3 Tim Seelig, “Tenant lists, tenant risks: rental databases and housing policy in Australia’ (2003) Flinders
Journal of Law Reform 7(1) 27, 28.

4Ibid.



http://www.austlii.edu.au/au/cases/cth/AICmr/2016/88.html
http://www.austlii.edu.au/au/cases/cth/AICmr/2016/88.html

marketed as a professional tool for identifying ‘difficult’ or “problem’ tenants in the

screening phase of property letting.’>

Tenancy databases impact tenants in two contrasting ways. Firstly, they can be
advantageous for tenants as ‘one of a number of avenues by which tenants can demonstrate
a satisfactory tenancy history.”® Not being listed can form part of a satisfactory personal
rental history, along with references , the likelihood of a full bond returned at the
conclusion of the tenancy, and other activities that demonstrate the reliability of a tenant’s
past rental history. However, the corollary is also significantly detrimental as, “being listed

is potentially disastrous for obtaining a tenancy and may negate other positive indicators.””

Thus, because of the serious impact a listing can have on a tenant, tenants and their
advocates have been ‘concerned about issues of fairness, transparency and accountability in
record keeping and about their [tenants] rights to access their information.”8 Of particular
concern are default listings that are “seen to be unfair or vexatious, or are incomplete, out of

date or inaccurate.”®

The primary defaults listing database in Queensland is TICA. TICA is the largest tenant
screening service in Australia, with over 6,500 members. It is made up of five different
companies, and operates Australia’s largest national tenancy database, as well as other
related products such as landlord insurance and training.!® TICA runs a range of different

databases delivering different services for their members.!! These include:

5 Ibid.

¢ Patricia Short, John Minnery, Elspeth Mead, Barbara Adkins, Andrew Peake, Debbe Fedrick and Martin
O’Flaherty, ‘Tenancy databases: risk minimisation and outcomes’ (2003) Australian Housing and Urban
Research Institute Final Report 31, i.

7 Ibid.

8 Ibid.

9 Ibid.

10 TICA About Us <http:/ /www.tica.com.au/about.php#>

1 Ibid. TICA members include Real Estate Agents, Resident Unit Managers, Caravan Parks, Private landlords,
Government Departments, Crisis Centres, Insurance companies, Boarding houses, Self Storage companies,
Hotel, Motels, Marinas, Mercantile agents and related persons.”



http://www.tica.com.au/about.php

¢ The ‘defaults database’ lists information about tenants who have purportedly
defaulted on their tenancy due to ‘damages, unpaid rent, unpaid charges or tribunal

orders against the tenant’;!2

¢ The “skip tracing database” is used by members to access information about where a
person has previously applied to be a tenant, and includes ‘unique identifying

features’ such as the name, date of birth and driver’s license of the person;

¢ The “public record database” which lists information that is publicly available, such as

information from daily court lists, but does not contain ‘unique identifying features.

It should also be noted that TICA members are able to report tenants to TICA’s Tenancy

History Database, subject to State legislation.

TICA is a service for its members, and so the company is predominantly focused on
protecting landlords. The TICA website is a reflection of the focus the company has on
landlords and their rights, with the information for tenants focused on responsibilities.
Information for tenants on the TICA website focuses on their responsibilities as tenants,
how to conduct a favourable tenancy, and tips on vacating a property to avoid being

listed.13

In contrast, information for landlords and other members on the website is centred on their
rights, as well as ‘horror stories’ about properties being destroyed by tenants, and the
importance of having access to the tenancy database.!* The information given to landlords
about reasons for listing tenants is inadequate, the TICA website states that ‘the listing
must comply with any State Legislation’, but does not give any detail about what these
requirements are. Nowhere on the website does TICA alert its members to the seriousness
of creating a listing for a tenant, and the consequences for them, or the related issues, such

as homelessness and domestic violence.

Thus, TICA’s website seems to reflect the focus and importance that the company places on

the interests of its members, to the detriment of the interest of tenants. However, despite

12 Tbid.
1B TICA, Tenant Information <http:/ /www.tica.com.au/tenants.php>.
14 TICA, Landlord Information <http://www.tica.com.au/landlords.php>.



http://www.tica.com.au/tenants.php
http://www.tica.com.au/landlords.php

this focus, the use of tenancy databases can be problematic particularly in relation to social
issues such as homelessness and domestic violence. Tenancy blacklisting can effectively
create a barrier for vulnerable people to be able to access secure, stable housing and has
been linked to the preponderance of long-term homelessness.!> In effect, tenants who are
identified as ‘high risk’ because of being listed on a tenancy database are placed ‘in an

extremely vulnerable position.’1

Research has shown that because of being listed these vulnerable people ‘can be forced into
the more volatile and less secure informal rental market: sharing accommodation,
informally sub-letting, relying on parents or friends, and so on."’” QPILCH’s Homeless
Persons Clinic (HPC) found that it is “easy to list, hard to remove”, and the expense of
accessing the blacklisting information was found to be a major barrier.'® Applying to QCAT
is the only recourse available to many tenants to seek to have an incorrect, out of date, or
inaccurate listing removed or altered. For the most vulnerable tenants this is not a feasible

solution given the costs and lengthy timeframes often involved.

In 2004, Mission Australia conducted a study to determine the link between homelessness
and tenancy blacklisting. The findings were that 44 percent of respondents reported that
one of the main causes of their homelessness was being listed on a tenancy database.!®
Alarmingly, 100 percent of the respondents who listed domestic violence as a main cause of
their homelessness were also listed on a tenancy database, compared to 56 percent of the

total group who were listed.?0

It is in this backdrop that recent legislative developments have been put in place to ensure
better processes of access to defaults listing databases, while also requiring a greater level

of accuracy for database entries.

15 Marissa Dooris and Cameron Lavery, “Tenancy Blacklistings and Real Estate’s ‘Big Brother’, (2015) 28 Parity
5,18.

16 Patricia Short, John Minnery et. al, above n 5.

17 Ibid.

18 Dooris and Lavery, above n 14.

1 The Mission Australia report, ‘Residential Tenancy Database Study’ is reviewed by Jo Hamilton,
‘Homelessness and Residential Tenancy Databases: Is There a Link?” (2005) 10 Parity 49, 50.

20 Hamilton, ibid.
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3.2 RECENT LEGISLATIVE DEVELOPMENTS

The Residential Tenancies and Rooming Accommodation Act 2008 (Qld) has been amended by
the Plumbing and Drainage and Other Legislation Amendment Bill 2015 (Qld), with changes to
begin from 1 July 2016 with a 6 month transition period. The policy objectives behind the
amendments include the aim to ‘introduce the national uniform law on residential tenancy
databases.’?! Further, the Explanatory Memorandum makes it clear that the amendments
are aimed at ‘introducing limitations and obligations on lessors and their agents to ensure
tenancy databases are used fairly for the benefit of those investing in the residential
property rental sector.” The second reading speech also focused on increased limitations on

lessors, and the need to protect vulnerable tenants;

This is also a bill that delivers on our commitment to fairness for
Queenslanders. For prospective tenants, out-of-date or inaccurate information
on residential tenancy databases can have significant consequences. It can have
particularly significant impacts on our most vulnerable, by placing them at an

increased risk of homelessness.22
The Explanatory Memorandum details the changes made to the legislation;

‘In accordance with the national uniform law, the new provisions specify restrictions on
listing for lessors, their agents and database operators, which include an obligation to
consult with former tenants before making a listing. In addition, in accordance with the

national uniform law, the new provisions also require:

¢ Lessors and their agents who use residential tenancy databases to advise prospective
tenants of the databases they use, the reason for which they use them, and how the

database operators can be contacted;

¢ Lessors and their agents to advise prospective tenants that they are listed on a tenancy
database and in particular, advise them of the person who listed them and how they

can challenge the listing;

21 Explanatory Memorandum, Plumbing and Drainage and Other Legislation Amendment Bill 2015 (Qld).
22 The second reading speech for the Plumbing and Drainage and Other Legislation Amendment Bill 2015 (Qld)
Hon LM Enoch (Minister for Housing and Public works and Minister for Science and Innovation).
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¢ Lessors, their agents and database operators to take steps to update the information

on the database when necessary to ensure the listings are accurate;

¢ Lessors, their agents and database operators to provide persons listed by them with a

copy of the person’s personal information on the database on request;

¢ Information is to be listed for a restricted period of time on a tenancy database’?

The amendments made by the Plumbing and Drainage and Other Legislation Amendment Bill
2015 (Qld) to the RRTA were as follows:

e 5457 was amended to insert definitions of database operator, inaccurate, list, out of

date, personal information, tenancy database;

e insertion of ss457A and 457B to clarify that any reference to a lessor, lessor’s agent or
tenant includes for a tenancy agreement that has ended, and to extent the application

of provisions of chapter 9 outside of Queensland; and
e insertion of ss458A and 458B

o s458A these provisions create obligations for lessors or agents to give notice of

their usual use of tenancy databases to a person who applies to a lessor
* the maximum penalty is 20 penalty units PENALTY

o s458B creates an obligation for lessors or agents to give notice to an applicant
where they have used a tenancy database and where the personal information

of the applicant is listed

* the lessor or agent must provide notice within 7 days of using the

tenancy database
* written notice must be given of

(a) the name of the database;

23 Explanatory Memorandum, Plumbing and Drainage and Other Legislation Amendment Bill 2015 (Qld).

12



(b) that personal information about the applicant is in the database;
(c) details of the listing entity for the personal information;
(d) how and in what circumstances —

(i) the applicant can have the personal information removed or amended under

this chapter; and
(ii) the applicant can obtain a copy of the personal information.*

The Residential Tenancies and Rooming Accommodation Act 2008 (RTRA) was also amended
with specific reference to the relation between tenancy listing and domestic violence. The
amendments mean that a victim of domestic violence can apply to QCAT to have a listing
removed, where the breach of the tenancy agreement is due to the actions of their partner.?
In a media release relating to the changes to the RTRA, the Minister for the Prevention of

Domestic and Family Violence, Shannon Fentiman stated:

‘It is horrific to think that not only are women being physically or emotionally
abused by partners but that damage to their homes, which they have had no
part in, can mean that they can’t secure a new home for themselves and their
children...We know that women have been left homeless because of these
database listings, and we know that there have been cases where women have
stayed with an abusive partner for fear of not being able to find somewhere to

live.’26

A submission by Homeless Law Victoria (HLV) details the particular problems that face
victims of domestic violence in terms of tenancy listings. HLV found that a shortage of

affordable housing in Victoria ‘deters victims from leaving violent relationships, pushes

2 Residential Tenancies and Rooming Accommodation Act (Qld) 2008 s458B(2).

% Speech Minister for Housing and Public Works, Mick de Brenni accessed at:

http:/ /statements.qld.gov.au/Statement/2016/5/19/tenancy-database-changes-better-protect-domestic-
violence-victims.

26 Speech Minister for the Prevention of Domestic and Family Violence, Shannon Fentiman accessed at:
http:/ /statements.qld.gov.au/Statement/2016/5/19/ tenancy-database-changes-better-protect-domestic-
violence-victims.
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victims into homelessness [and] can make perpetrators more isolated and increase the risk

of repeated or escalated violence.’?”

Although some of the recommendations made in the report have been legislated in
Queensland, such as the ability to remove a victim from a listing where the partner’s
violence caused the damage, there are other issues that remain relevant. The issue of
notification is one that is particularly important for victims of domestic violence who have

been listed.

In Victoria, prior to listing the personal information, a tenant must have 14 days’ notice to
object if information is inaccurate, ambiguous or incomplete. However, this notification
requirement is unlikely to apply to many of those who have been victims of domestic
violence and fled the premises into crisis or refuge accommodation. If a tenant cannot be
reasonably located then the database operator or landlord is not required to notify them of
their listing. However, ‘victims of family violence who flee to crisis and refuge
accommodation are prohibited from revealing their address, which means they cannot be
reasonably located, and are also unlikely to become aware of or attend a compensation or

possession order hearing at VCAT."28

In Queensland, under s459 RTRA, a person must be notified and given 14 days to review
the information, prior to a listing being made. However, there is no breach of the section if
the person cannot be located after reasonable enquiries have been made. Thus, those who
have fled domestic violence and are in crisis or refuge accommodation may not have the

same opportunity to respond to a potential listing.

Similarly to the section that has been added to the RRTA in Queensland, the Victorian
RRTA had been amended to include a section enabling victims of domestic violence to
apply to the tribunal to have a listing removed where the violence of their partner had
caused the damage which was the subject of the listing. However, HLV found that this
section was ‘very rarely used by tenants.”?? According to figures provided by VCAT, in

2013-2014 there were 22 applications to have a listing removed for reasons of family

27 Homeless Law Victoria, Submission to the Royal Commission into Family Violence, May 2015.
28 Ibid, 26.
29 Ibid.
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violence, but in the same period there were 35,135 family violence intervention orders
finalised by the Magistrates Court. Thus, according to HLV, ‘the VCAT figures represent a
low level of uptake.’3 It remains to be seen in Queensland whether there will be a similarly

low level of applications under the new section.

Therefore, progress has been made to add protections for tenants in the use of tenancy
databases to their detriment. The issue consequently arises as to whether the HPLC case
files indicate whether there are potential issues in the recording of default listings that

would potentially be in breach of the RTRA.

4. IssUES ARISING FROM THE HPLC CASE FILES

This section deals with the specific issues arising from the case files dealt with by the
HPLC. Several issues arise regarding TICA’s potential compliance with the RTRA. The
HPLC cases indicate that there are several areas of concern regarding the quality of

inaccurate listings on the TICA defaults database. The issues that arise include:

*

Listings for reasons not prescribed under the RTRA;

¢ Potential jurisdictional issues across the Australian state and territory landscape;
¢ Evidence of proof regarding notice to remedy a breach;

¢ Potential ineffectiveness of the TICA complaint handling system; and

¢ Issues regarding domestic violence and abuse would appear to not be a factor in a

listing decision.
4.1 LisTINGS NOT PRESCRIBED UNDER THE RTRA

Many of the HPLC clients were listed on the TICA defaults database for more than one
reason that did not accord with the RTRA or the Residential Tenancies and Rooming
Accommodation Regulations 2009 (Qld). In some cases, there was no recorded reason
provided in the database, which is potentially in breach of s459(1)(c) of the Act, wherein it
is stated that a person must not list personal information about another person in a tenancy

database unless there is a reason prescribed under a regulation for listing the information.

30 Ibid.
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For example, Client KS had a listing lodged against them on 19 December 2009 by Brisbane
Wide Rentals.3! The TICA database stated “no recorded reason provided” under the listing.
On 15 April 2016, the listing agent updated the record to show rental arrears along with a
Tribunal Order. QPILCH subsequently attempted to contact Brisbane Wide Rentals for
relevant information regarding the updated listing; however, no response was forthcoming.
As there was no information supporting the listing, the listing was unlawful. Ultimately,
the matter was resolved when TICA removed Client KS from the database, as they
confirmed that Brisbane Wide Rentals had closed and were unable to produce any

supporting documents.

Other clients of the HPLC who were on the TICA database without a listing reason were
Client GW, Client RM, Client TE, and Client WC. Client GW, Client RM and Client TE’s
listings were removed with agent consent, while Client WC’s listing was removed by

QCAT order.

Client TE is a young Torres Strait Islander single mother. Since 2010, she had been TICA
default listed and was unable to access stable housing until the listing was removed, which
had no lawful basis from the outset. Client GW, who is also a young Torres Strait Islander
single mother, was also listed without any reason. She contacted the HPLC after her partner
had passed away from suicide three months earlier and was unable to access stable housing

as a result of her TICA listing.

Section 17 of the RTRA further provides that a reason of listing personal information in the
database is that the relevant tenant abandoned the premises and the tenant owed an
amount to the lessor under the relevant agreement.3? However, in the TICA defaults

database, HPLC clients were commonly listed merely for absconding.33

Lastly, the HPLC dealt with cases where tenants had been listed on the basis of a QCAT
order where none had been made, or the details of the QCAT order were incorrectly listed.

For instance, Client KS was listed for ‘repeated breaches - termination order’ where no

31 The case file names are de-identified for privacy reasons.

32 Residential Tenancies and Rooming Accommodation Regulations 2009 (QId).

33 Client MM, Client MW, Client B, Client KM, Client DK, Client EP, Client JD, Client MR, Client AB, and
Client SL.
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QCAT proceedings had ever occurred. Other cases where the prescribed reason does not
meet the factual circumstances include Client FB and Client CR. In Client FB, the listing was
for “Tribunal order - damage’. While a QCAT order had been made, it related to
termination and warrant of possession, not payment for damage. Similarly, in Client CR the
QCAT order that had been made related to termination and warrant of possession.

However, the tenant was listed for ‘Tribunal Order - repeated breaches’.

These cases highlight an apparent issue with the TICA defaults database in that individuals
can be listed for a reason beyond that prescribed by the RTRA or even without the
provision of a reason at all by a TICA member. Furthermore, even where there is a valid

listing reason, the factual circumstances of the case are incorrect.

4.2 POTENTIAL JURISDICTIONAL ISSUES

The second major issue arising out of the HPLC casefiles is listing for reasons of cleaning,
which is not a ground under the Regulations.3* In Client BB’s case, TICA asserted cleaning to
be a lawful listing reason, hence showing incongruence between the law and default
listings in TICA’s database. Cleaning was also listed as a secondary listing reason in

eighteen cases.?

As TICA is a nationwide organisation and it is lawful in some states to list for reasons of
cleaning, it is provided as a listing option on the TICA website. This leads to unlawful

listings where the listing agent is based in Queensland.

As a result, it is recommended that TICA should be changing its listing systems to reflect

state legislation, hence avoiding inaccurate and unlawful listings.

34 Residential Tenancies and Rooming Accommodation Regulations 2009 (Qld) ss 15-19.
35 Client CW, Client MM, Client ]JB, Client DC, Client EP, Client JD, Client CC, Client MR, Client LP, Client SF,
Client NF, Client TW, Client WE, Client RR, Client VB, Client SP, Client KS, and Client CR.
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4.3 EVIDENCE OF PROOF

Rent arrears where a notice to remedy breach has been sent is a lawful listing reason under
the Regulations.3® Nonetheless, rent arrears was a common listing reason where there was

no proof that a notice to remedy breach had been sent.

These clients included Client KS, Client KO, Client WE and Client ED. In Client KO’s case,
the tenant was listed without receiving any notice to remedy breach for rent arrears, or any
notice of the listing, which is in breach of the RTRA s 459(2). The tenant was also listed for

cleaning and absconding, neither of which are prescribed reasons under the Regulations.

Furthermore, Client WE was listed without any evidence that a notice to remedy breach for
rent arrears had been issued and no further information was provided in the database to
support the listing. Client WE was also listed for cleaning which, as already detailed, is an
unlawful reason for listing under Queensland law. Thus, the fact that tenants can be listed
on the database without any proof of listing reason is an issue that should be remedied by

TICA.

44 INEFFECTIVE COMPLAINT PROCESS

At the time the HPLC provided the casefiles, a number of the matters were unresolved.
Commonly, TICA would reply to complaints by the HPLC with letters asserting the listing
to be lawful. This occurred in the cases of Client MS, Client KO, and Client EP. A number of
complaints made by the HPLC had also received no reply from TICA at all at the date that
the casefiles were received. These were Client WE, Client LH, Client RA & LH, and Client
WC. Regarding cases that could be used for an eventual complaint, Client BB’s and Client
TE’s cases were eventually resolved; however, they have given authority for their

identifying details to be used in an OAIC complaint if required.

4.5 DOMESTIC VIOLENCE

Clients whose cases involved domestic violence issues were Client ED (‘Ruby’), Client DD
(‘Sheneace’) Client KR (“Sabina’) and Client SB (‘Eunice’). In Eunice’s case, her partner,

against whom she had a DVO, would visit her rental property and cause damage. The

36 Residential Tenancies and Rooming Accommodation Regulations 2009 (QId) s 15.
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agent applied to QCAT for a termination of the tenancy, with the knowledge that the
damage was being caused by her partner and despite police involvement and a DVO. The
agent then claimed over $6000 in debt against Eunice for damage, cleaning and breaking
her lease, and listed her on the TICA database. The agent advised Eunice that she had been
listed on the database. While Eunice’s case could be used for a potential complaint, the

HPLC is currently unable to contact her.

Ruby, a young Aboriginal woman and a single mother, was another victim of domestic
violence. Her partner and relatives damaged her rental property and thisled to Ruby’s
listing on the TICA database. Because of the listing, Ruby and her children were unable to
find stable housing and were homeless for approximately nine months. She contacted the
HPLC when her listing was just over three years old. Her case was resolved by the HPLC,
as there had been no notice of rent arrears issued before the listing or any notice of the

listing given to Ruby, making it unlawful.

In Sheneace’s case, she left her rental home with her children following severe domestic
violence by her partner. There was damage to the rental property as a result of the domestic
violence and her partner continued to reside in the home without paying rent. Sheneace’s
name was not removed from the lease and she was subsequently listed on the TICA
database. After the listing, she moved between women’s shelters and relative’s houses and
was often separated from her children. Her former partner also continued to harass her and
Sheneace believed that this would continue until she and her children could secure stable

housing.

Lastly, Sabina, a single mother, was living in her car with her daughter. She had a domestic
violence background. Sabina had been listed for rent arrears in 2012. Even though Sabina
repaid the amount owing and QCAT ordered the listing be removed in 2013, the real estate
agent did not notify TICA and the listing remained until the HPLC's intervention in 2015.

In the RTRA there are numerous provisions that are in place to protect tenants affected by

domestic violence. These include:
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¢ Section 245, which allows a violent tenant to be removed from the lease where they

cause injury to a domestic associate;3”

¢ Section 297, which allows the property owner to terminate the lease because of the

tenant’s objectionable behaviour;

¢ Section 310, which allows an application for termination of tenancy for excessive

hardship to be made to a tribunal;

¢ Section 312, which allows a co-tenant to terminate the lease for damage or injury.
This includes damage to the premises or injury to the applicant or someone else on

the premises;

¢ Section 321, which allows a tenant’s domestic associate to terminate the lease for
damage or injury. This includes either serious damage to the property or domestic

violence against the domestic associate; and

¢ Section 348 also allows the tribunal to make an order restraining a party from

causing damage or injury.

However, tenants affected by domestic violence are being listed on the TICA database, thus
resulting in more hardship and undermining the above provisions. TICA should hence
update its listing requirements to take into account the domestic violence provisions in the

RTRA.

This issue is considered in further depth below regarding a prospective complaint to the

OAIC.

5. PROSPECTIVE OAIC COMPLAINT

This section covers some key issues of procedure and substance that are relevant to a

prospective HPLC representative complaint to the Privacy Commissioner. Procedural

37 Residential Tenancies and Rooming Accommodation Act 2008 (Qld) s 245(9) defines domestic associate as a
person in an intimate personal relationship, a family relationship or an informal care relationship.

20



issues are detailed first before consideration of substantive elements of a prospective

complaint that regard the current law and the previous 2004 determinations.

51 PROCEDURAL CONSIDERATIONS

The following procedural considerations are now detailed:

¢ Whether TICA is covered by the Privacy Act;

¢ The type of privacy infringement regulated by the Act;

¢ The requirements for a representative complaint;

¢ Some important limitations on a prospective HPLC representative complaint; and

¢ Some important limitations on the availability of legal remedies via the Privacy

Commissioner.

5.1.1 TICA 1s REGULATED BY THE PRIVACY ACT
The Privacy Act 1988 (Cth) applies to TICA as it is classified as an APP entity and it is not an

organisation that is classified as a small business operator.3® Section 6E(2) provides that a
small business operator can be prescribed as being an organisation for the purposes of the
Act. In other words, it is possible for small businesses to be prescribed as regulated under
the Act. Section 7(1) of the Privacy Regulation 2013 (Cth) states that a small business operator
that operates a residential tenancy database is prescribed under s6E(2) of the Act. S7(2) of

the Regulation further details the extent of prescribed coverage

(2) For subsection 6E(2) of the Act, the following acts or practices of a small business

operator of the kind mentioned in subsection (1) are prescribed:

(a) an act done, or a practice engaged in, in connection with collecting personal
information for the purpose of establishing or maintaining a residential tenancy

database;

(b) an act done, or a practice engaged in, in connection with maintaining personal

information on a residential tenancy database;

38 Privacy Act 1988(Cth) ss 6, 6C, 6D.
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(c) an act done, or a practice engaged in, in connection with using or disclosing

personal information that is stored on a residential tenancy database.

Accordingly, even if TICA is a small business, the effect of s6E(2) and s7 of the Regulation
provide that TICA is to be regulated by the Privacy Act in relation to its default listings acts

and practices.

5.1.2 A PRIVACY INFRINGEMENT UNDER THE ACT
It is also important to note that the Privacy Act has a specified understanding of privacy and

what a privacy breach entails. TICA will be considered to have breached an individual’s
privacy if it undertakes an act or practice that breaches an Australian Privacy Principle
(‘APP’) in relation to personal information about the individual.”3® In essence, therefore, a
breach of privacy under the Act is a breach of the APPs. It should also be noted that the
APPs apply to organisations after 12 March 2014, whereas the National Privacy Principles
(‘NPP’) apply before this date. This point is an important consideration in relation to the
previous determinations made by the Privacy Commissioner against TICA in 2004, as those
decisions referred to the NPPs rather than the APPs. Moreover, any complaint regarding a
TICA act or practice undertaken prior to 12 March 2014, will involve a complaint regarding
the application of the NPPs, whereas after that time, it will involve an alleged breach of the

APPs.

The 2014 amendments to the Privacy Act made some changes in form to the APPs
considered in this report, but it should be noted, that the underlying conceptual basis and

application of the APPs and the NPPs are generally similar.

As detailed in further depth below, it could potentially be argued that TICA may have
breached APPs 1; 10; 12; and 13 in relation to the HPLC cases covered above. However,
before these issues are covered in greater depth, it is necessary to outline the requirements

of a representative complaint to the Commissioner.

3 Ibid s 13(1)(a).
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5.1.3 A REPRESENTATIVE COMPLAINT UNDER $36(2A) AND S38
Under s36(2A) and s38 of the Act, it is possible for the HPLC to undertake a representative

complaint that could be made to the Privacy Commissioner. Section 38(1) and (2) details the

requirements of a representative complaint
(1) A representative complaint may be lodged under section 36 only if:
(a) the class members have complaints against the same person or entity; and

(b) all the complaints are in respect of, or arise out of, the same, similar or related

circumstances; and
(c) all the complaints give rise to a substantial common issue of law or fact.
(2) A representative complaint made under section 36 must:
(a) describe or otherwise identify the class members; and
(b) specify the nature of the complaints made on behalf of the class members; and
(c) specify the nature of the relief sought; and

(d) specify the questions of law or fact that are common to the complaints of the

class members.

Under s38(1), it would seem that the HPLC would meet the requirements for a
representative complaint that would need to be against the same entity, ‘arise out of, the
same similar or related circumstances,” and, ‘all complaints give rise to a substantial
common issue of law or fact.”40 The prospective complaint/s would be against TICA and all
relate to privacy interferences related to conduct surrounding tenancy database listings.
Separate representative complaints are likely to be required when arguing breaches of
different APPs as the different case files are dependent upon different, and potentially,

infringing conduct by TICA. As detailed in s38(2), when making a representative complaint

40 Tbid s 38(1).
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the class members must be described or otherwise identified; the nature of the complaint,

the relief sought and the common question of law or fact must be specified.4!

Much of the work necessary to fulfil the requirements of s38(1) and (2) is already detailed in
this report which identifies relevant HPLC clients and how TICA’s acts and practices in
relation to HPLC requests, relate to alleged breaches of the APPs. Further consideration
will be required regarding the relief sought under s38(2)(c) and to specifically articulate the

questions of law to be brought before the Commissioner.

It should also be noted that s38(3) of the Act allows a representative complaint to be made
without the consent of class members. This might be an important consideration regarding

HPLC clients who are no longer in contact with the Centre.

Of further note is a general requirement to first complain to the respondent. (i.e. TICA)
before making a complaint to the Commissioner that TICA has breached the APPs or
NPPs.#2 The Commissioner may decide to not investigate if certain grounds are satisfied.*3
While there is a possibility that the Commissioner would decline to investigate a
representative complaint, it could be argued that the Commissioner will decide to
investigate this complaint, on its merits, and because TICA has not adequately dealt with
the complaints made in the case files. Moreover, the complaints by HPLC clients appear to
highlight similar recurring issues which would appear to demonstrate that the complaint is

not of a frivolous or vexatious nature.

The recent Privacy Commissioner decision of Veda* also gives an indication of the type of
complainants that can make up a representative complaint. In Veda, the respondent
questioned the basis of the action and that the class members were not capable of forming a
representative complaint because there were no related circumstances or a substantial

common issue of law. The Privacy Commissioner rejected this argument and the language

4 Ibid s 38(2).

42 Ibid s 40(1A).

4 Ibid s 41(1).

4 Financial Rights Legal Centre Inc. & Others And Veda Advantage Information Services and Solutions Ltd [2016]
AICmr 88 (9 December 2016).
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used in that decision indicates that class members for a representative complaint will be

construed broadly.4>

5.1.4 LIMITS ON SCOPE OF A POTENTIAL REPRESENTATIVE COMPLAINT
It should also be noted that the Commissioner is able to refuse to investigate where a

‘complaint was made more than 12 months after the complainant became aware of the act
or practice.”#¢ The complainants who should form part of the representative complaint
should therefore have unresolved issues with TICA. This is unfortunate for the HPLC as it
will have the effect of limiting the scope of a prospective complaint to those clients who
have not gained a remedy from TICA. HPLC might therefore consider working in
collaboration with Tenants Queensland to strategically broaden the pool of complainants.
As such, even though it could be argued that TICA has breached several APPs, the
representative complaint may not be able to be made in relation to all alleged breaches.
However, we have provided the full scope of potential considerations in order that the
HPLC can consider the full ramifications of making a complaint, by itself, or as part of a
wider representative complaint potentially involving other community legal centres or

relevant agencies.

5.1.5 LIMITS IN RELATION TO AVAILABLE REMEDIES
A general limitation of the Act in providing adequate protections is that it relies on

organisations being willing to comply with the Commissioner’s order as a determination,
as detailed below in the context of the 2004 determinations, where it would appear that
TICA has still not complied fully with the previous Commissioner’s determinations. The
Privacy Act, prior to the 2014 amendments, was seen as a particularly weak enforcement
mechanism. The 2014 amendments provided the Privacy Commissioner with greater
powers but, overall, the Act is still focussed on a self-triggered process of conciliation that

begins with the complainant, making a complaint to the collecting organisation.#” The

4 See e.g. “Though this complaint deals with a wide range of issues, I am satisfied that the claims made are
connected by circumstances sufficiently related to warrant their grouping as a representative complaint.’, at
[27]; ‘Class members are therefore affected by a common circumstance’, at [35]; and ‘I note that the Privacy
Act has a remedial purpose, and the purpose of representative procedures is to reduce the need for multiple
complaints’, at [35].

46 Ibid s 41(1)(c).

47 See e.g. s40(1A). Though the Commissioner can decide to investigate a complaint if he or she considers that
it was not appropriate for the complainant to complain to the respondent.
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complainant can then complain to the Privacy Commissioner if he or she is unhappy with
the response or proposed remedy received. The first step for the Commissioner, however,
under s40A may be to resolve the complaint by way of conciliation between the parties
which again highlights the conciliatory nature of the Act which permeates through to the

Commissioner’s investigatory powers.

It should be noted that the Privacy Commissioner is not under an obligation to investigate
every complaint received. Under s41, the Privacy Commissioner can choose not to
investigate a complaint based on a number factors, for example, if the Commissioner
decides that there is no interference with the privacy of an individual; if the complaint was
made more than 12 months after the complainant became aware of the allegedly infringing
act or practice; or if the complaint is frivolous, vexatious, misconceived or lacks substance.
Similarly, under s41(2) if the Commissioner decides that the respondent has responded

adequately, then the Commissioner can again decline to investigate the complaint.

If the Commissioner does decide to investigate a complaint, and the dispute is not
conciliated, then the Commissioner can make a determination in relation to the
investigation under s52 of the Act. A determination, in this context, is an adjudicatory
decision regarding the outcome of a complaint. Section 52 also details the types of
determinations that can be made by the Commissioner. These include declarations where

the Commissioner can:

¢ Dismiss a complaint;

¢ Declare that an interference of privacy has taken place and direct the respondent

organisation to cease and not to repeat the same conduct;

¢ Declare that the respondent should perform any reasonable act or course of conduct

to redress any loss or damage;

¢ Declare that the complainant is entitled to a specified amount of compensation for any

loss or damaged suffered; and

¢ Declare that it would be reasonable to recover reasonable costs incurred.
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However, whilst the Commissioner can make a determination, which instructs the
respondent on the steps it should take to resolve the complaint, that determination is in
itself not binding and enforceable. The determination is only binding and enforceable
through an action brought by the Commissioner, or the complainant, at the Federal Court
or Federal Magistrates Court, which again is indicative of the kind of weak enforcement
response behind the Privacy Act. Moreover, the Federal Court hears the action in a de novo
capacity (hearing all of the evidence afresh) which may be a significant evidentiary burden

for a complainant.

The final point to note in relation to available remedies and the process of determination is
that compensatory awards by the Privacy Commissioner have tended to be on the low side.
The higher levels of awards have been for breaches of sensitive information*® and it is
unclear whether the Commissioner would award any damages in relation to the HPLC
complaints. If anything, it is more likely that a direction would be issued in relation to the
costs of access to TICA for personal information and recommendations to improve quality
checking and access/correction procedures. These points may be of some sensitivity to

TICA given the lack of seeming progress from the 2004 determinations.

5.2 APPLICATION OF THE AUSTRALIAN PRIVACY PRINCIPLES
The relevant APPs in relation to a prospective complaint against TICA regarding the
accuracy of default listings are:

¢ APP1 - Open and transparent management of personal information;

¢ APP 10 - Quality of information;

¢ APP 12 - Access to personal information; and

¢ APP 13 - Correction of personal information.

Complete extracts of these APPs are included at Appendix 1 of this paper.

4 See e.g. ‘DK’ and Telstra Corporation Limited [2014] AICmr 118 (30 October 2014) (2014).
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521 APP1
APP 1 aims to ‘ensure that APP entities manage personal information in an open and

transparent way.’4? Under this APP an entity must have in place procedures which are
reasonable, to ensure compliance with the APPs and to deal with complaints relating to
non-compliance.? It also mandates what information needs to be stated in a privacy policy
such as the kind of personal information it collects and holds; for what purpose the
personal information is collected, held, used, disclosed. APP 1 in comparison to NPP 5 has
the additional requirements to include in the privacy policy how individuals access and
seek correction of their personal information, how to make complaints about an APP, and
whether they are likely to disclose information to overseas recipients.5! Unlike NPP 5, it

also requires the policy is available free of charge and in an appropriate form.5?

5.2.2 APP10
APP 10 relates to the quality of personal information. Similar to NPP 3, it requires that

TICA takes reasonable steps to ensure the information collected is accurate, up to date and
complete. However, in relation to use and disclosure it adds the additional requirement
that it must also be relevant and must be assessed having regard to the purpose of the use

or disclosure.53

5.2.3 APP12
APP 12 relates to the access to personal information. Unlike NPP 6, APP 12 requires an

organisation to respond to a request for access within a reasonable period.>* It also details

what needs to be included in a statement where access is denied.% The statement must state

49 Tbid.

50 Tbid.

51 Office of the Australian Information Commissioner, Australian Privacy Principles and National Privacy
Principles - Comparison Guide (April 2013), Office of the Australian Information Commissioner, 16-17 <

https:/ /www.oaic.gov.au/resources/agencies-and-organisations/ guides/australian-privacy-principles-and-
national-privacy-principles-comparison-guide.pdf>.

52 Ibid.

55 Office of the Australian Information Commissioner, Australian Privacy Principles and National Privacy
Principles - Comparison Guide (April 2013), Office of the Australian Information Commissioner, 15 <

https:/ /www.oaic.gov.au/resources/agencies-and-organisations/ guides/australian-privacy-principles-and-
national-privacy-principles-comparison-guide.pdf>.

54 Office of the Australian Information Commissioner, Australian Privacy Principles and National Privacy
Principles - Comparison Guide (April 2013), Office of the Australian Information Commissioner, 19 <

https:/ /www.oaic.gov.au/resources/agencies-and-organisations/ guides/australian-privacy-principles-and-
national-privacy-principles-comparison-guide.pdf>.

% Ibid 19.
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reasons for the refusal and how the person may complain about the refusal.5¢ Similar to
NPP 6, an organisation if it charges for giving access to personal information, it must not be

excessive and must not apply to the making of the request.>”

524 APP13

The correction of personal information is governed by APP 13. It requires TICA must take
reasonable steps to correct information to ensure it is accurate, up to date, complete,
relevant and not misleading where they are satisfied that information does not meet these
standards or an individual makes a correction request.® This is assessed having regard to
the purpose the information is held.5? Similar to above, APP 13 unlike NPP 6, it details what
needs to be included in a refusal notice, and correction requests must be responded to in a

reasonable time.0

5.3 THE TICA COMPLAINT DETERMINATIONS

A prospective complaint in this area is potentially sensitive for TICA given that it was the
subject of four complaints made to the Privacy Commissioner by Tenants Union

Queensland, amongst others, in 2004 for breaches of the then NPPs.

In 2004 four representative complaints were made by Tenants” Union of Queensland (“TU
Qld’), and separate complaints were made by Tenants” Union of NSW (“TU NSW’) and
unidentified complainants against TICA for alleged breaches of the NPPs relating to their
practices operating a tenancy database.®®’ The Commissioner decided to include the
complaints made by TU NSW and unidentified complainants within the representative

complaint made by TU Qld.%2

5 Ibid.

57 Ibid.

58 Ibid.

5 Ibid.

60 Ibid 20.

61 Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd, and complainants A and B v TICA Default
Tenancy Control Pty Ltd [2004] PrivCmrACD 1; Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op
Ltd, and complainants C, D, E, F and G v TICA Default Tenancy Control Pty Ltd [2004] PrivCmrACD 2; Tenants’
Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd v TICA Default Tenancy Control Pty Ltd [2004]
PrivCmrACD 3; Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd v TICA Default Tenancy
Control Pty Ltd [2004] PrivCmrACD 4.

62 Ibid.
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5.3.1 COMPLAINT DETERMINATION NO 1
In Complaint Determination No 1 of 2004, the focus of the complaint was on the charges

incurred by individuals trying to access information from TICA.%® An individual was able
to access personal information via mail for $11 or via a 190 number at a cost of $5.45 per
minute.®* It was found that both methods breached NPP 6 as the charge related to a request
for access and it was considered excessive.®> These were charges for requests for access as
they were payable before TICA would take any action processing the request.®® The charge
for mail access was excessive as the extra costs relating to obtaining a bank cheque or
money order were relevant.®” The Commissioner was willing to take into account as a
relevant factor the lower capacity for the individuals likely making these requests to pay
the charge.®® The Commissioner was not willing to accept the argument TICA has an

obligation to provide access to personal information via property managers.®°

Note, in a later determination a list of factors were provided for assessing whether a charge

was excessive.”0 Relevant factors are:
the number of pages in the record; the method/medium of storage (electronic, paper
based, audio, visual); the retrieval process involved (whether the file is stored off site,
or archived); the cost incurred by the organisation for providing access, including staff
time and photocopying costs; whether charges enforced are commensurate with the
task performed rather than the commercial cost of the individual’s time in performing
the task...; the individual’s capacity to pay for access (pensioner, student); and the

form in which an individual requests access to documents.”!

5.3.2 COMPLAINT DETERMINATION NO 2
The personal information held in the TICA database was alleged to not meet the standard

required by NPP 3, namely, to be accurate, complete and up to date, as argued in

63 Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd, and complainants A and B v TICA Default
Tenancy Control Pty Ltd [2004] PrivCmrACD 1, 4.

64 Ibid.

65 Ibid 18-19.

6 Ibid 10, 14.

67 Ibid 12.

68 Ibid 12, 14.

6 Ibid 18.

70 D v Health Service Provider; E v Health Service Providers; F v Health Service Provider [2005] PrivCmrA 4, 1.

71 Ibid.
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Complaint Determination No 2 of 2004.72 The Privacy Commissioner decided that this was
an obligation for TICA, and any agreements made with property managers was only
considered to be a positive step in meeting their obligation.”> TICA was also undertaking
50 random checks weekly to check whether records were accurate, complete and up to date.

It was held these steps were not ‘reasonable steps” and was consequently a breach of NPP

3.74

Complaint Determination No 2 of 2004, held TICA had breached NPP 3 by the use of “pick
list” within the tenancy database when making listings.” This was based on the categories
not being mutually exclusive and broadly defined making it not clear on the face what the
listing meant.”® The use of the categories ‘breaking tenancy agreement” and “tenancy history
only” was a breach of NPP 3 as they were inaccurate and not complete.”” In addition, only
having ‘disputed by tenant’ listed for 30 days was a breach of NPP 6.6 as was not a
reasonable step to associate the listing with a statement that shows users that the individual

disagrees with the quality of the information.”®

5.3.3 COMPLAINT DETERMINATION NO 3
The amount of time listings were being retained by TICA was the focus in Complaint

Determination No 3 of 2004.7 TICA was holding personal information indefinitely in a
separate ‘tenancy history only’ database. 8 The use of a uniform deletion policy was
recommended to comply with NPP 3 in order to ensure information was up to date,
accurate and complete. The information should be assessed by the utility it possesses for
TICA’s members to assess a current tenancy application.8! It was held NPP 4.2 was also

breached by not taking reasonable steps to destroy or permanently de-identify personal

72 Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd, and complainants C, D, E, F and G v TICA
Default Tenancy Control Pty Ltd [2004] PrivCmrACD 2, 4.

73 Ibid 10.

74 Ibid 10-11.

75 Ibid 17.

76 Ibid.

77 Ibid.

78 Ibid 21-22.

7 Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd v TICA Default Tenancy Control Pty Ltd
[2004] PrivCmrACD 3, 11.

80 Ibid.

81 Ibid 14.
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information no longer needed for purpose it is used or disclosed.8? TICA moved out-of-date
information to a dead database only accessible to TICA however no information was ever
destroyed nor was it de-identified.®3 Amendments to the Residential Tenancies and Rooming
Accommodation Act 2008 (Qld) reflect the recommendations made in this determination in
relation to this issue. It prevents a database operator holding personal information for

longer than three years.34

5.3.4 COMPLAINT DETERMINATION NO 4
The collection of personal information within the enquiries database was determined to be

within the function and activities of TICA.# Unlawful or unfair means do not include TICA
or its members requiring the tenant to agree to the potential for listing before being
considered for a tenancy agreement.8¢ It was noted, matters relating to collection by TICA
members should be pursued against them not TICA.8” In this determination, it was
concluded TICA had breached NPP 1.5 as it failed to take reasonable steps to notify
individuals about the matters listed in NPP 1.3 before collection of personal information.58
The notice failed to properly distinguish between information collected by members’ versus
TICA, to identify the personal information it collects and only provided the phone number

as a method of contact.8®

54 POTENTIAL ISSUES OF APP COMPLIANCE

Upon consideration of the conduct of TICA, based on the complaint determinations of 2004,
and the potential issues arising from the HPLC case files, it is possible to construct an

argument that TICA is potentially breaching;:

¢ APP10;

¢ APP12;

82 Ibid 15.

8 Ibid.

8 Plumbing and Drainage and Other Legislation Amendment Act 2016 (Qld) Part 5 - s 30

8 Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd v TICA Default Tenancy Control Pty Ltd
[2004] PrivCmrACD 4, 10.

8 Ibid 13-14.

87 Ibid.

8 Ibid 14-16.

8 Ibid 15.
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¢ APP1; and

¢ APP13.

5.4.1 POTENTIAL BREACH OF APP 10
As stated above APP 10 concerns the quality of personal information. Despite not having

possessing knowledge into the practices employed by TICA to keep personal information
accurate, up-to-date and complete, there is an argument that TICA is potentially in breach

of APP 10.

This is due to the numerous occasions where listings have been made without supporting
evidence and where the categories used are misleading. For example, the use of
‘absconded’ listing category has been used as the listing reason for 15 clients within the
HPLC Case Files.? HPLC advised that in many situations this category was used where the
keys have not been returned. This suggests this category is not clearly defined to ensure it
is used only where the tenant truly absconded from the property, i.e in circumstances of
abandonment and with rental arrears still outstanding. The Privacy Commissioner has
previously made determinations against listing categories which are not mutually exclusive

or broadly defined as they are inaccurate or incomplete.”!

Within the case files there have been numerous cases where a listing was made where ‘no
reason was recorded,” this is clearly incomplete personal information similar to the use of

‘breach of tenancy agreement’ or ‘tenancy history only”.%2

There is no longer information regarding the listing categories used by TICA on their
website, it appears this information was removed around October 2005.% Note, all listings

made before March 2014 would need to be pursued as breaches of NPP 3.

9 HPLC Case Files Clients CW, MW, MM, JB, KM, DC, DK, EP, DR, JD, MR, AB, SL, TW, and KO.

9N Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd, and complainants C, D, E, F and G v TICA
Default Tenancy Control Pty Ltd [2004] PrivCmrACD 2, 17; O v Tenancy Database Company [2006] PrivCmrA
14.

92 HPLC Case Files Client KS, RM, TE and WC; Tenants” Union of Queensland Inc, Tenants’ Union of NSW Co-Op
Ltd, and complainants C, D, E, F and G v TICA Default Tenancy Control Pty Ltd [2004] PrivCmrACD 2, 17.
%Wayback Machine, Internet Archive, Wayback Machine

<http:/ /web.archive.org/web/*/http:/ /www.tica.com.au/>.
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In relation to length of time listings are stored in the TICA databases, there is no clear
evidence that listings have been kept in the database beyond a timeframe where the
information is no longer accurate for its purpose. Regardless of the limited evidence, the
Commissioner may choose to not make a determination in favour of a breach of APP 10 on
this issue due to the recent amendments Residential Tenancies and Rooming Accommodation
Act 2008 (Qld). TICA implemented a uniform deletion policy in 2004 where no records
would be held for more than seven years, however the RRTA changes will require TICA to
no longer hold information for longer than three years.’* However, it is currently unclear as
to how the RTRA will operate within the broader information privacy law framework of

the Privacy Act.

5.4.2 POTENTIAL BREACHES OF APP 12
TICA charges for the access of personal information therefore under APP 12.8, “the charge

must not be excessive and must not apply to the making of the request.” TICA now requires
payment after it has received the request for access.” This may be sufficient for the charge

not to apply to the making of the request and therefore not amount to a breach of APP 12.

TICA currently charges $5.45 per minute with higher rates for calls from mobiles; $19.80 via
mail with additional costs for self-addressed return envelope and costs for a bank cheque or
money order; $33 via facsimile; or $55 annual fee for an online access to your TICA file.%
The Commissioner, in the past, has been willing to take into consideration the economic
circumstances of the individuals seeking access in this case, homeless persons.”” A future
representative complaint could also potentially note the specific barriers to individuals
impacted by domestic violence in seeking to access their personal information. The
existence of a maximum call cost was suggested by the Commissioner which does not

appear to have been implemented by TICA.%8

% TICA, Submission No 7 to Community Affairs Committee, The Residential Tenancies and Rooming
Accommodation Amendment Bill 2011, 16 August 2011, 2.

Plumbing and Drainage and Other Legislation Amendment Act 2016 (Qld) Part 5 - s 30.

% TICA, Tenant Information, TICA, <http:/ /www.tica.com.au/tenant.php>.

% Ibid.

97 Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd, and complainants A and B v TICA Default
Tenancy Control Pty Ltd [2004] PrivCmrACD 1, 12,14.

% Ibid.
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Moreover, the price for mail access has increased from $11 to $19.80 since 2004. It is unclear
the costs incurred by TICA justify charging $19.80. Access via facsimile is arguably a
premium service, however, it must still not be excessive. The charges are likely excessive as
all the information is stored on an electronic database which suggests accessing the data
will be a seamless and inexpensive process.” This, coupled with the limited capacity of
homeless persons to pay for access and the significant impact a negative listing has on a
person in obtaining housing,'® means it may be possible to construct an argument that
TICA has breached APP 12.8 by charging excessive amounts for access to personal

information.

The Privacy Commissioner considered the placement of an excessive charge for access to
credit reports in Veda. Section 20R(6) of the Privacy Act provides that a person who seeks
access to a credit report about them, and who is not entitled to a free report, must not be
charged an “excessive charge’ to access the report. The complainants in Veda argued that the
charge of $79.95 was excessive, especially compared to similar reports provided by other
providers and because the New Zealand Privacy Commissioner found that the charge for

Veda’s New Zealand credit report was unreasonable and excessive at $INZ51.95.

It could be argued that the Privacy Commissioner’s response (full extract provided at
Appendix 2) is perhaps unsatisfactory, as the Commissioner concluded that he did not have
enough evidence before him to determine whether the charge was excessive or not. It
should also be noted that the Veda decision relates to the credit reporting aspects of the
Privacy Act. However, the decision could be important to a prospective action as it provides
a clear indication that: (a) the Privacy Commissioner is open to consider such issues; and (b)
of the type of evidence required for the Commissioner to make a determination. The Veda
decision has already been reported widely in the media and it could be that TICA will
already be sensitive to this issue. Given that the Commissioner stated that a determination

on excessiveness depends on the ‘nature of the organisation, including the organisation’s

9 Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd, and complainants A and B v TICA Default
Tenancy Control Pty Ltd [2004] PrivCmrACD 1, 18-19; D v Health Service Provider; E v Health Service Providers; F
v Health Service Provider [2005] PrivCmrA 4, 1.

100 Thid.
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size, resources and functions, and the nature of the personal information held’, 10! then it
may be possible to construct a compelling argument against TICA’s charging regime,
particularly in the context of clients who are victims of domestic violence and

homelessness.

The Commissioner also made some pointed observations in his determination about Veda's
use of phone lines as part of its accessibility obligations. The Commissioner stated in
response to Veda’s contention that the telephone was a superfluous access channel in the

context of website availability (emphases added in bold):

126. I do not agree with Veda’s contention that the telephone is a superfluous
access channel where an internet-based service for credit reporting information is
available or that the requirements of paragraph 19.3(b) are satisfied in this context by
giving individuals the option to access free reports by submitting a request in
writing. Paragraph 19.3(b) of the CR code mandates that Veda take reasonable steps
to ensure that its free service is as available and easy to identify and access as its fee-
based service. I accept the complainants’ contention that telephone access is an
important way for many people, which may include the poorest households and
those with the lowest literacy levels, to access services. As the information
provided by the complainants demonstrates, a significant number of Australians are
likely to have difficulty navigating and completing a form online to obtain their
credit report.

127.  Veda submits, and I agree, that in assessing what constitutes ‘reasonable
steps’ for the purposes of paragraph 19.3(b), consideration must be given to the cost
and resources required of Veda to provide phone access to credit reports free of
charge. Keeping this in mind, I note that Veda is the leading provider of credit
information and analysis in Australia. According to its 2015 annual report Veda
made a profit after income tax of more than $78 million, and revenue from
continuing operations of more than $338 million. Veda has indicated that the
additional cost and resources required to provide free access to credit reports over
the phone would be ‘substantial’, but it has not quantified the costs involved in
any way, or demonstrated how such costs would, or could be, onerous to the
operations, functions, and/or activities of its organisation. Accordingly, I give this
contention little weight in assessing what are ‘reasonable steps’ in the
circumstances.

128. The credit reporting provisions in Part IIIA of the Privacy Act and the CR
code are intended to provide additional consumer protections by enhancing
obligations and processes dealing with amongst other things, access. The
complainants provided a first-hand account of someone who didn’t have internet,

101 [231].
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and was advised that they had no option but to ‘buy the express credit report’. The
complainants have also provided information supporting the notion that low
income and/or otherwise disadvantaged individuals may not have access to the
internet. It is evident that phone “may be their only workable access point to get
their credit report’.

129. Keeping this in mind, and the notion of access as ‘opportunity of
approach’http:/ /www.austlii.edu.au/au/cases/cth/ AICmr/2016/88.html - fn84, it
is difficult to see how the s 19.3(b) provision could be interpreted in any other way
than an obligation to provide similar opportunities over the phone (and through all
other access channels) for Veda’s free service as with its fee-based services.

130. Accordingly, I cannot accept that in this regard Veda took steps that were
appropriate in the circumstances to ensure its free service was ‘as available’ and as
‘easy to access’ as its paid services. In my view, Veda did not meet its obligations
under paragraph 19.3(b) of the CR Code.

This extract is again important because it indicates: (a) that the Commissioner appears to be
willing to consider such issues as actionable interferences; (b) the type of evidence, adduced
by both parties, that will influence the Commissioner in making a determination; and (c)
that the Commissioner will factor in potential inequities between data collectors and service
users as part of a determination on accessibility and charging regimes. These are thus
important points to consider regarding the construction of a prospective complaint, which
complainants should the form the basis of a representative action and the evidence
required. As above, given TICA’s position as a primary provider of tenancy default listings,
they may accordingly be sensitive to such a complaint. However, also as above, it should be
noted that Veda regards credit reporting obligations so it is not specifically clear whether
and how these considerations apply to TICA. That said, it can be strongly argued that the
Commissioner is essentially identifying general principles of application in Veda, albeit
applied on a contextual basis, which should thus inform a broader regulatory discourse

about how the APPs apply generally to all organisations.
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TICA also has an obligation under APP 12.4 to respond, “within a reasonable period after
the request was made.”102 However as the case files involve requests for correction, rather

than access, and thus there may be little scope to construct an argument under APP 12.4.

5.4.3 POTENTIAL BREACHES OF APP 1

TICA may have breached APP 1 which aims to ensure open and transparent management
of personal information.1% APP 1.3 requires TICA to have a, ‘clearly expressed and up to
date policy,” APP 1.4 deals with the content of the privacy policy, and APP 1.5 deals with
the obligations regarding access.1% TICA has a privacy policy on its website, however, it is
not apparent when it was last revised.1% TICA’s privacy policy is likely deficient according
to APP 14 as it does not advise the potential listing categories.1% In Complaint
Determination No 4 of 2004, it was held that providing ‘breach of tenancy agreement” as a
summary of the listing categories was not sufficient to identify what information it
collects.’97 Therefore, the absence of any information regarding listing categories could

support an argument that TICA has possibly breached APP 1.4.

Currently, the privacy policy only mentions access via phone and mail and fails to mention
via fax. In addition, HPLC could argue that TICA should list all methods of accessing
personal information in line with the requirements of APP 1.4.108 Again, this was a point of
contention in the recent Veda decision about information provided on Veda's website
regarding the difference between free and chargeable access, and interestingly, in relation
to access of information via Veda’s phone line. As above, the decision regarded credit
reporting obligations but the Commissioner’s decision is potentially relevant in the context

of TICA’s website. Regarding the accessibility of the website, the Commissioner in Veda

decided:

I note that Veda is by its own admission ‘the leading provider of credit

information in Australia’. As a credit reporting body, it claims a market share of

102 Privacy Act 1988(Cth) sch 1.

103 Tbid.

104 Privacy Act 1988 (Cth) sch 1.

105 TICA, Tenant Information, TICA, <http:/ /www.tica.com.au/tenant.php>.

106 Privacy Act 1988 (Cth) sch 1; TICA, Tenant Information, TICA, <http:/ /www.tica.com.au/tenant.php>.
107 Tenants” Union of Queensland Inc, Tenants” Union of NSW Co-Op Ltd v TICA Default Tenancy Control Pty Ltd
[2004] PrivCmrACD 4, 15-16.

108 Tbid.
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96% with a database of 16.5 million credit-active Australians. It was put on
notice about the ‘sizeable changes’ arising from the 2014 legislative reforms
well before the passing of the Privacy Amendment (Enhancing Privacy
Protection) Act 2012, and was, or should have been aware, of the impact of
the changes on its customers [emphasis added]. The onus was on Veda to
justify that it took reasonable steps (as were appropriate in the circumstances)
to ensure its free service was as available and as easy to access as its fee-based
services. I am not satisfied that it did so. In my view, Veda did not meet its

obligations under paragraph 19.3(b) of the CR code in this regard.1®

As detailed in the quote, the OAIC invested significantly in media awareness as a way of
highlighting the impact of the 2014 amendments. It may appear that the Commissioner will
be open to consider complaints against website privacy policies that are not compliant with
APP 1. Again, given the nature of TICA, and the importance and impact of tenancy
blacklisting on clients, a prospective complaint could focus on some of the potential

compliance weaknesses of TICA’s privacy policy.

5.4.4 POTENTIAL BREACH OF APP 13
TICA may have breached APP 13 which deals with the correction of personal information.

TICA has an obligation to provide reasons where a correction request is refused and must
respond to requests within a reasonable time.!10 Consideration of the case files, shows TICA
does provide reasons for its refusal to correct information. However, TICA has at times
failed to respond to requests for removal of listing which were made in June/August of
2016.111 Failure to respond within three months is likely not reasonable considering the

impact of a negative listing on acquiring housing.

6. CONCLUSION

There are several possible avenues of complaint to the Privacy Commissioner following a

review of the HPLC case files, in correspondence with the current requirements of the

109 [112]
10 Privacy Act 1988 (Cth) sch 1.
111 HPLC Case Files - Client LH, Client RA, Client WC.
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Privacy Act. However, there are several issues that the HPLC should be aware of when

considering whether to make a complaint.

First, and most crucially, is consideration of which clients will be able to be class members
for a representative complaint. The recent Veda decision, indicates that the Privacy
Commissioner will construe class members broadly and it can be argued strongly that
HPLC could initiate a representative complaint. However, careful consideration will need
to be given as to which HPLC clients will be able to be selected as a class member. Most of
the case files indicate that TICA provided the requested remedy sought by HPLC. As such,
only those clients that have not received a suitable remedy for their complaint will be
suitable class members for a prospective representative complaint. This will have the effect
of limiting the number of class members, and in turn, will limit the number of alleged

breaches of the APPs for the representative complaint.

Second, the HPLC will need to clearly identify the remedy sought from the Privacy
Commissioner. As highlighted, the Privacy Act still has a relatively weak enforcement
process and its focus is still very much based on conciliatory outcomes. The Commissioner
also has the option to not investigate a complaint, and even if a complaint is investigated,
the Commissioner’s determination may have to be enforced in the Federal Court. It should

also be noted that investigations can be lengthy proceedings in themselves.

Whilst there are procedural considerations, and the general weaknesses of the Privacy Act
to overcome, it should be noted that a prospective complaint could have some important

elements of legal merit. It could examine:

¢ Whether data collectors and users, such as TICA, should have specific obligations
under the APPs towards service users who encounter issues of domestic violence and
abuse particularly in the context of quality requirements, access and correction

obligations of personal information ; and

¢ The relationship between state-based information privacy requirements, such as those

of the RTRA, with the broader information privacy law framework of the APPs.
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Both of these are complex legal issues that require further examination in the context of a

representative complaint by the HPLC or others.

41



7. APPENDIX 1 - APP EXTRACTS

71 AUSTRALIAN PRIVACY PRINCIPLE 1 - OPEN AND TRANSPARENT MANAGEMENT

OF PERSONAL INFORMATION

1.1 The object of this principle is to ensure that APP entities manage personal information in an
open and transparent way.

Compliance with the Australian Privacy Principles etc.

1.2 An APP entity must take such steps as are reasonable in the circumstances to implement
practices, procedures and systems relating to the entity's functions or activities that:

(a) will ensure that the entity complies with the Australian Privacy Principles and a registered APP
code (if any) that binds the entity; and

(b) will enable the entity to deal with inquiries or complaints from individuals about the entity's
compliance with the Australian Privacy Principles or such a code.

APP Privacy policy

1.3 An APP entity must have a clearly expressed and up-to-date policy (the APP privacy policy )
about the management of personal information by the entity.

1.4 Without limiting subclause 1.3, the APP privacy policy of the APP entity must contain the
following information:

(@) the kinds of personal information that the entity collects and holds;

(b) how the entity collects and holds personal information;

() the purposes for which the entity collects, holds, uses and discloses personal
information;

(d) how an individual may access personal information about the individual that is held

by the entity and seek the correction of such information;

(e) how an individual may complain about a breach of the Australian Privacy Principles,
or a registered APP code (if any) that binds the entity, and how the entity will deal with such
a complaint;

(f) whether the entity is likely to disclose personal information to overseas recipients;

(8) if the entity is likely to disclose personal information to overseas recipients--the
countries in which such recipients are likely to be located if it is practicable to specify those
countries in the policy.

Availability of APP privacy policy etc.

1.5 An APP entity must take such steps as are reasonable in the circumstances to make its
APP privacy policy available:

(@) free of charge; and

(b) in such form as is appropriate.

Note: An APP entity will usually make its APP privacy policy available on the entity's website.
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1.6 If a person or body requests a copy of the APP privacy policy of an APP entity in a particular
form, the entity must take such steps as are reasonable in the circumstances to give the person or
body a copy in that form.12

7.2 AUSTRALIAN PRIVACY PRINCIPLE 10 - QUALITY OF PERSONAL INFORMATION

10.1 An APP entity must take such steps (if any) as are reasonable in the circumstances to ensure
that the personal information that the entity collects is accurate, up-to-date and complete.

10.2 An APP entity must take such steps (if any) as are reasonable in the circumstances to ensure
that the personal information that the entity uses or discloses is, having regard to the purpose of the
use or disclosure, accurate, up-to-date, complete and relevant.113

7.3 AUSTRALIAN PRIVACY PRINCIPLE 12 - ACCESS TO PERSONAL INFORMATION

Access

12.1 If an APP entity holds personal information about an individual, the entity must, on request by
the individual, give the individual access to the information.

Exception to access —agency

12.2 If:
(a) the APP entity is an agency; and
(b) the entity is required or authorised to refuse to give the individual access to the
personal information by or under:
(i) the Freedom of Information Act; or
(if) any other Act of the Commonwealth, or a Norfolk Island enactment, that provides

for access by persons to documents;

then, despite subclause 12.1, the entity is not required to give access to the extent that the entity is
required or authorised to refuse to give access.

Exception to access — organisation

12.3 If the APP entity is an organisation then, despite subclause 12.1, the entity is not required to
give the individual access to the personal information to the extent that:

(@) the entity reasonably believes that giving access would pose a serious threat to the
life, health or safety of any individual, or to public health or public safety; or
(b) giving access would have an unreasonable impact on the privacy of other
individuals; or
(c) the request for access is frivolous or vexatious; or
112 Ibid Sch 1.
113 Ibid Sch 1.
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the information relates to existing or anticipated legal proceedings between the entity
and the individual, and would not be accessible by the process of discovery in those
proceedings; or

giving access would reveal the intentions of the entity in relation to negotiations with
the individual in such a way as to prejudice those negotiations; or

giving access would be unlawful; or

denying access is required or authorised by or under an Australian law or a
court/tribunal order; or

both of the following apply:

the entity has reason to suspect that unlawful activity, or misconduct of a serious
nature, that relates to the entity's functions or activities has been, is being or may be
engaged in;

giving access would be likely to prejudice the taking of appropriate action in relation
to the matter; or

giving access would be likely to prejudice one or more enforcement related activities
conducted by, or on behalf of, an enforcement body; or

giving access would reveal evaluative information generated within the entity in
connection with a commercially sensitive decision-making process.

Dealing with requests for access

12.4 The APP entity must:

respond to the request for access to the personal information:
if the entity is an agency--within 30 days after the request is made; or

if the entity is an organisation--within a reasonable period after the request is made;
and

give access to the information in the manner requested by the individual, if it is
reasonable and practicable to do so.

Other means of access

12.5 If the APP entity refuses:

(@)
(b)

to give access to the personal information because of subclause 12.2 or 12.3; or

to give access in the manner requested by the individual;

the entity must take such steps (if any) as are reasonable in the circumstances to give access in a
way that meets the needs of the entity and the individual.

12.6 Without limiting subclause 12.5, access may be given through the use of a mutually agreed

intermediary.
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Access charges

12.7 If the APP entity is an agency, the entity must not charge the individual for the making of the
request or for giving access to the personal information.

12.8 If:
(a) the APP entity is an organisation; and
(b) the entity charges the individual for giving access to the personal information;

the charge must not be excessive and must not apply to the making of the request.
Refusal to give access

12.9 If the APP entity refuses to give access to the personal information because of subclause 12.2 or
12.3, or to give access in the manner requested by the individual, the entity must give the individual
a written notice that sets out:

(@) the reasons for the refusal except to the extent that, having regard to the grounds for
the refusal, it would be unreasonable to do so; and

(b) the mechanisms available to complain about the refusal; and

() any other matter prescribed by the regulations.

1210 If the APP entity refuses to give access to the personal information because of
paragraph 12.3(j), the reasons for the refusal may include an explanation for the commercially
sensitive decision.114

74 AUSTRALIAN PRIVACY PRINCIPLE 13 - CORRECTION OF PERSONAL INFORMATION

Correction
13.1 If:

(@) an APP entity holds personal information about an individual; and

(b) either:

(i) the entity is satisfied that, having regard to a purpose for which the information is
held, the information is inaccurate, out-of-date, incomplete, irrelevant or misleading;
or

(if) the individual requests the entity to correct the information;

the entity must take such steps (if any) as are reasonable in the circumstances to correct that
information to ensure that, having regard to the purpose for which it is held, the information is
accurate, up-to-date, complete, relevant and not misleading.

114 Tbid Sch 1.
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Notification of correction to third parties

13.2 If:
(@) the APP entity corrects personal information about an individual that the entity
previously disclosed to another APP entity; and
(b) the individual requests the entity to notify the other APP entity of the correction;

the entity must take such steps (if any) as are reasonable in the circumstances to give that
notification unless it is impracticable or unlawful to do so.

Refusal to correct information

13.3 If the APP entity refuses to correct the personal information as requested by the individual, the
entity must give the individual a written notice that sets out:

(@) the reasons for the refusal except to the extent that it would be unreasonable to do so;
and

(b) the mechanisms available to complain about the refusal; and

() any other matter prescribed by the regulations.

Request to associate a statement

13.4 If:
(@) the APP entity refuses to correct the personal information as requested by the
individual; and
(b) the individual requests the entity to associate with the information a statement that

the information is inaccurate, out-of-date, incomplete, irrelevant or misleading;

the entity must take such steps as are reasonable in the circumstances to associate the statement in
such a way that will make the statement apparent to users of the information.

Dealing with requests

13.5 If a request is made under subclause 13.1 or 13.4, the APP entity:

(@) must respond to the request:

(i) if the entity is an agency--within 30 days after the request is made; or

(if) if the entity is an organisation--within a reasonable period after the request is made;
and

(b) must not charge the individual for the making of the request, for correcting the

personal information or for associating the statement with the personal information (as
the case may be).115

115 Tbid Sch 1.
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8. APPENDIX 2 - VEDA EXTRACT

Financial Rights Legal Centre Inc. & Others and Veda Advantage Information Services and
Solutions Ltd [2016] AICmr 88 (9 December 2016).

229. There is no doubt that the information provided on Veda’s own websites is
completely at odds with Veda’s assertions in its submissions that the cost of a credit
report is $0, and the cost of the Veda credit reporting packages relate exclusively to
the Additional Services. Certainly, Veda has not provided any information to
suggest how its ‘free credit reports on request at all times” approach is achieved
through its current processes. On the other hand, nor have the complainants
provided any evidence which refutes Veda’s claim of free credit reports.

230. However, whether or not Veda charges for a credit report on request, it is
entitled to do so under s 20R(6) provided the charge is not excessive (and the access
seeker has not requested one in the last 12 months). It would seem on balance from
the information I have at hand that Veda does not permit access to limited content in
the form of the credit report in its paid credit reporting services, with access only
provided on purchase with a membership package that includes this information
plus the Additional Services. If that is the case, and in the absence of contrary
evidence provided by Veda, I am of the view that notionally some of the $79.95 fee
must be attributable to that part of the package that comprises the credit reporting
information to which an access seeker is entitled to access on request under s 20R.
Assuming Veda charges a notional fee for that information, I must determine
whether the notional fee for access to that information is excessive.

231. The word ‘excessive’ is not defined in the Act. According to the Macquarie
Dictionary ‘excessive’ is defined as “exceeding the usual or proper limit or degree;
characterised by excess”.1381 When considering the excessiveness of a charge, I have
had regard to the explanatory memorandum to the Privacy Amendment (Enhancing
Privacy Protections) Bill 2012, which provides that the obligation to not charge
excessive fees for access to credit reporting information is the same test that applies
in relation to access to other personal information under APP 12.8.01391 According to
the APP guidelines at [12.79], whether a charge is excessive will depend on the
nature of the organisation, including the organisation’s size, resources and functions,
and the nature of the personal information held.[140l

232. In order to consider what is the “usual or proper limit or degree” in relation to
charging for credit reports, the complainants have requested that I consider charges
imposed by other credit reporting bodies.[14ll I am, however, not satisfied that I have
sufficient information to adequately draw a pricing comparison between Veda and
its competitors. It would be necessary to know much more about the costing
structures, business models and operational contingencies faced not only by Veda,
but that of its competitors to assess whether reasonable comparisons could be drawn
between those entities, and whether there would be a need to adjust competitors’
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credit reporting charges before determining whether or not Veda’s notional charge
(whatever might constitute that charge) was excessive.

233. Similarly, I am not satisfied that the New Zealand (NZ) Privacy
Commissioner’s finding in his report of March 2014 (NZ Report), in which he found
the amount of $51.95 charged by Veda Advantage Limited in New Zealand was
unreasonable, is sufficient to support the claim that Veda’s charge on credit reports
in Australia is excessive.[142l

234. As Veda rightly points out, neither the NZ Act or NZ Code has application to
Veda’s services or charges in Australia, and the obligations imposed under that
regulatory framework do not correspond with any relevant obligations on Veda in
Australia under the Privacy Act or CR Code.l143] T would need to be satisfied, and 1
am not, that notwithstanding the different regulatory frameworks between Australia
and New Zealand and the differences in factual circumstances, the sum of $51.95
was a reasonable comparator, or that I had sufficient information to take into
account all the adjustments that would need to be made to that figure for it to
become a reasonable comparator.

235.  While I find that Veda, in the absence of contrary evidence, does charge a
nominal fee for access to credit reporting information that is bundled up in its
membership packages, I have insufficient information available to me to determine
what constitutes a ‘usual or proper’ fee, and therefore whether or not any notional
fee charged by Veda is excessive. It may be that the difference between what in
Veda’s circumstances would constitute a “usual or proper” fee and the notional fee is
excessive, but I do not have enough information before me to make that
determination at this time.

48


http://www.austlii.edu.au/au/cases/cth/AICmr/2016/88.html#fn141
http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/
http://www.austlii.edu.au/au/cases/cth/AICmr/2016/88.html#fn142

